IIpuioxenune
MeTtoauyeckue peKoMeHAAIMH 0 pa3MelleHUH Ha MHGOPMAIMOHHBIX CTeHIaX, 0QUIIHATIBHBIX
HHTEpPHeT-caiiTax M APyrux HHGOPMAIHOHHBIX pecypcax 001eo0pa3oBaTeIbHbIX OPraHU3 AU
U OPraHoOB, OCYLIECTBJISIIONIUX ypaBJjeHue B cepe odOpa3oBanusi, uHGopMauum o 6€30MaACHOM
NOBeIeHNH U MCNob30BaHuu ceTn ""MHTepHer"
Ipuiaoxenne N 1
MMAMSATKA
JIJISI OBYUAIOIUXCSI Ob UH®OPMAIIMOHHOM BE3ONNACHOCTHU JETEM
HEJIb35
1. Bcem nmoapsin cooOmmaTh CBOKO 4acTHYIO HHGOpMaIHIO (HacTosmme ums, Gpamunmio, TeaedoH,
azipec, HOMep IIKOJbI, a TaKke poTorpaduu CBOU, CBOCH ceMbU U Ipy3eil);
2. OTKpBIBaTh BIIOKEHHBIE (DAiIIbl 37IEKTPOHHON MOYTHI, KOT/1a HE 3HACIIb OTIIPABUTEIS;
3. I'pyOuts, mpuanparthcsi, OKa3bIBaTh AaBJICHHE - BECTH C€0s1 HEBEXKIIMBO U arPECCUBHO;
4. He pacmopspkaiicss JeHbraMu TBOEH ceMbH 0€3 pa3pelleHUs] CTapIIuX - BCErja CIpalinBai
poauTenen;
5. He BcTpeuaiics ¢ HTepHET-3HAKOMBIMH B PEAIbHON KU3HU - MOCOBETYHCA CO B3POCIbBIM,
KOTOPOMY J0BEpSIEILb.
OCTOPOXHO
1. He Bce mumyt npaBay. Ynrtaems o cebe Henpasny B MHTepHETE - cOO0OIM 00 3TOM CBOMM
POIUTENSIM WU ONIEKYHAM;
2. [Ipurnamarot nepenuchbiBaThCs, UrpaTb, 0OOMEHUBATHCSA - IPOBEPD, HET JIU TI0JIBOXA;
3. He3zakonnoe konupoBanue (aiinos B IHTepHETE - BOPOBCTBO;
4. Beerma pacckasbpIBail B3pOCIIBIM O MPOOJIeMax B CETH - OHH BCETa IIOMOTYT;
5. Ucnonp3yit HACTpOMKU OE30MacCHOCTH U MPUBATHOCTH, YTOOBI HE MOTEPSATH CBOM aKKAYHTHI B
COLICETSAX U APYTUX MopTaax.
MOKHO
1. YBaxkaii Ipyrux noJib30BaTeliei;
2. [Nonb3yeubcst IHTEpHET-UCTOYHUKOM - JIeTIail CCHUIKY Ha HETo;
3. OTKpBIBaii TOJIBKO T€ CCHUIKH, B KOTOPBIX YBEPEH;
4. OOmarkcs 3a MOMOIIBIO B3POCIBIM - POJUTENH, ONEKYHbl U aJJMHUHUCTpAIUS CalTOB Bcerna
MIOMOT'YT;
5. Ilpoiinu oO6ydenue Ha caiite "CeTeBUYOK" 1 MOIY4H NACOPT LUPPOBOro rpakaaHnHa!
Ipunoxenne N 2
NHOOPMALIMOHHASA TAMSATKA
JJIS1I OBYYAROLIUXCSA AJ151 PASMEIEHUSA HA O®PUIIUAJIBHBIX UHTEPHET-
PECYPCAX

C KaXAbIM TOJI0M MOJOAEKH B MHTEPHETE CTAHOBUTCS OOJIbIIE, A MIKOJIBHUKHU OJHU U3 CaMbIX
aKTHBHBIX ITOJIb30BaTenel PyHera. Mexay TeMm, MOMHMO OIPOMHOIO KOJIMYECTBA BO3MOXHOCTEW,
MHTEpHET HeceT U NMpo0ieMbl. DTa namsTKa JODKHA IOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

KOMIIBIOTEPHBIE BUPYChI

KoMmbploTepHslli BUPYC - 3TO PAa3HOBUAHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTIMYUTEIbHON
0COOCHHOCTBIO KOTOPOH SIBISIETCA CHOCOOHOCTh K Pa3MHOXKEHHIO. B /0mojHEHHE K 3TOMY, BUPYCHI
MOTYT TOBPEIUTh WIM TOJHOCTHIO YHHUYTOXHUTH Bce (ailibl W JaHHBIE, TOAKOHTPOJIbHBIE
MI0JIb30BATENI0, OT UMEHHU KOTOPOro ObliIa 3alylleHa 3apakeHHasl IporpaMma, a TaKke NOBPEINUTh WU
Ja’ke YHUYTOXKUTh ONEpAllMOHHYIO CUCTEMY CO BceMH (aiilaMu B 1ejoM. B GOJbIIMHCTBE ciiyyaes
pacnpoCTpaHsAIOTCA BUPYCHI Uepe3 HHTEPHET.

MeTo/1p1 3a1IUTEl OT BPEJOHOCHBIX MPOTrpamMM:

1. Mcnonb3yil COBPEMEHHBIE ONEPAIMOHHBIE CUCTEMBI, UMEIOINE CEPbE3HbII YPOBEHb 3AIINATHI
OT BPEOHOCHBIX ITPOTPAMM;

2. IlocrossHHO ycraHaBiaMBail mnaytu (UUQPPOBBIE 3allIaTKH, KOTOpPhIE aBTOMAaTUYECKU
YCTaHABJIMBAIOTCS C LENbIO JAOPAOOTKH MPOrpaMMbl) U Jpyrue OOHOBIIEHHUS CBOEH OINEeparmoHHON
cuctembl. CkauMBail X TOJIbKO ¢ opuIUaNbHOro caifta pazpadborunka OC. Eciu cymiecTByer pexum
aBTOMaTHYECKOT'0 OOHOBJICHHMSI, BKIIIOUH €r0;



3. Paboraii Ha cBOEM KOMIBIOTEpE MO MpaBaMU IMOJIb30BATENs, & HE aMHUHUCTpATOpa. ITO HE
MO3BOJIUT OOJBIIMHCTBY BPEJOHOCHBIX MPOTPaAaMM MHCTANIMPOBATHCS HA TBOEM MEPCOHAIBHOM
KOMITBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE MPOrPAMMHBIC MPOAYKTHl M3BECTHBIX MPOU3BOAMUTENEH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpannub pU3NUECKHii JOCTYI K KOMIIBIOTEPY VISl IOCTOPOHHUX JIULL;

6. Hcnonb3yil BHeUIHME HOCUTENW HH(GOpMAIMM, Takhe Kak (remka, TUCK wiu (ain u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBaii KOMIBIOTEpHBIC (hailyibl, MONTyUYEHHBIE U3 HEHAJEKHBIX MCTOYHHKOB. Jlaxe Te
(aiibl, KOTOpbIE MpUciIal TBOM 3HAKOMBIN. JlyuIie yToYHH y HEro, OTIPABIISI JIU OH TeOe UX.

CETHU WI-FI

Wi-Fi - 510 He BuJ mepenayn JaHHBIX, HE TEXHOJIOTHs, a BCEro Juib Oper, mapka. Eme B 1991
roAy HHUJEpiaHiCcKas KoMmMmanus 3apeructpupoBaia Openn "WECA", uro o0o3Hauano
cnoBocoueranue "Wireless Fidelity", koTopslii mepeBoanTCS Kak "OecrpoBoIHast TOYHOCTH'".

Jlo Hamero BpeMeHH JAoluia Japyras abOpeBuaTypa, KOTopas sSBISETCS TAaKOW K€ TEXHOIOTHEH.
Ot1o abbpeBuarypa "Wi-Fi". Takoe Ha3BaHHe OBLIO JaHO C HAMEKOM Ha CTaHJAPT BBICIIEH 3BYKOBOM
texuuku Hi-Fi, uTo B mepeBone o3HavyaeT "BbICOKast TOYHOCTH'".

Ha, OecriaTHBIi HHTEPHET-AOCTYNl B Kade, OTEeNIX U a’dporoprax SBISETCS OTJIMYHOU
BO3MOXXHOCTBIO BBIXO/Ia B HHTEpHET. HO MHOTHE KCIIepTHI CUUTAIOT, 4TO obmmenoctynasie Wi-Fi cetn
HE SBJISIOTCS O€30MaCHBIMH.

CoBeTbl 110 O€30MaCHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro JnyHyto uH(popmanuioo depes obmenoctynusie Wi-Fi cetu. Paboras B
HUX, KEJIATEIbHO HE BBOJUTH MAPOJIH JOCTYIIA, JIOTHHBI M KaKUe-TO HOMEpa,;

2. Hcnonb3yihi U OOHOBISIM aHTUBHPYCHBIE MporpamMmbl U OpaHamayep. Tem caMbiM Tbl
obe3omacuib celst 0T 3aKaYKH BHPYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonws3zoBanuu Wi-Fi otkmoun ¢ynkuuto "OOmmiit qoctyn k ¢dainam u mpuntepam’.
HNanrass QyHKIHS 3aKpbhITa MO0 YMOJYAHUIO, OJJHAKO HEKOTOPHIC IMOJIH30BATEIN AKTUBUPYIOT €€ IS
y100CcTBa MCIONIb30BaHUA B paboTe uiu yueoe;

4. He ucnons3yit nyonnuneiii WI-FI myist nepegaun IUYHBIX aHHBIX, HApUMeEp JAJs BbIXOZa B
COLIMATIbHBIEC CETH WU B DJIEKTPOHHYIO TOYTY;

5. Ucnonw3yi#t Tonbko 3antuiieHHoe coequnenue yepe3 HTTPS, a ue HTTP, 1.e. mpu nHabope BeO6-
anpeca BBoau umeHHo "https://";

6. B Mmo6mipHOM Tenedone otkmoun Gynkiuto "lloaxmouenne k Wi-Fi aBromaruuecku". He
JIOTTyCKal aBTOMaTHYECKOTO MOAKIIOUEeHHUs ycTpoiicTBa Kk ceTsiMm Wi-Fi 6e3 TBoero cormacusi.

COIIUAJIBHBIE CETH

ComuanbHble CeTH aKTUBHO BXOAST B Hally KU3Hb, MHOTHE JIIOIU pabOTalOT U KUBYT TaM
MOCTOSTHHO, a B Facebook yke 3aperucTpupoBaH MHIUIMAP]] YETIOBEK, YTO SIBISIETCS OJHOM CEIbMOM
BCEX JKUTelel miaHeTsl. MHOTHE MOJIh30BaTeNId HE TOHUMAIOT, YTO WH(OpMAaIIKs, pa3MelieHHas: MU
B COIMAIBHBIX CETSIX, MOXKET OBITh HaWJIeHA W WCIIOJIb30BaHA KEM YroJHO, B TOM YHCIE HE
00s13aTeNBbHO ¢ OJIaTMMH HAMEPEHUSIMH.

OCHOBHBIE COBETHI 110 0€30MTACHOCTH B COIMMAIBHBIX CETSX:

1. Orpanuyp CIUCOK JApy3eil. Y TeOs B IPYy3bsSX HE JODKHO OBITH CIyY4alHBIX U HE3HAKOMBIX
JTIOJIEH;

2. 3amuiiaii CBOIO YacTHYIO ku3Hb. He ykaswiBail maponu, TenedoHBI, aapeca, AaTy TBOETO
POXICHUS W JIPYT'yIO JUYHYI0 WHGOPMAINO. 3JIOYMBIIICHHUKA MOTYT HCIIOJIb30BAaTh JaXe
MH(OPMAIIHIO O TOM, KaK Thl U TBOHM POJIUTENHN TUTAHUPYETE MPOBECTH KAaHUKYJIBI,

3. 3ammimai CBOIO pemyTaluio - JEPXKH €€ B YUCTOTE W 3ajaBail cebe BOmpoc: XoTed OBl ThI,
9TOOBl JpYTrHE TMOJb30BATENIM BHJEIH, 4YTO Thl 3arpyxaems? [lomymaii, mpexiae dYeM 4YTO-TO
OITyOJIMKOBATh, HAITHCATH U 3aTPy3UTh;

4. Ecnu Thl TOBOPHINB C JIFOJABMH, KOTOPHIX HE 3HACIlb, HE HMCIONB3yl CBOE peaibHOe UMS U
JPYTYIO JTHYHYIO HH(POPMAITHH: HMsI, MECTO KUTEIIbCTBA, MECTO y4eObl U Ipouee;

5. N36erail pasmemenust ¢ororpapuit B MHTepHeTe, rae Thl M300pakeH Ha MECTHOCTH, IO
KOTOPOH MOKHO OIPEACITUTh TBOE MECTOTIOIOKEHNE;

6. Ilpu peructpanuu B COIHAIBLHON CEeTH HEOOXOAMMO HCIOIb30BaTh CIIOKHBIE IapOIH,
cocrosmye u3 OyKB v UQP U ¢ KOJTUISCTBOM 3HAKOB HE MEHEe §;



7. Jast conManbHOM CEeTH, MOYTHl M IPYTUX CAaWTOB HEOOXOAMMO HCIOJIB30BATH Pa3HbIC MapOJIH.
Torna ecnu Te6st B37I0MAIOT, TO 3JI0YMBIIUIEHHUKH HOJIY4aT JOCTYI TOJBKO K OJHOMY MECTY, a HE BO

BCE cpasy.
IJIEKTPOHHBIE JEHbI'1
DJNEeKTpOHHBIE JEHBIM - 3TO O4YEHb YAOOHBIA CcHoco0 IUIaTexed, OJHAKO CYIIECTBYIOT

MOILIEHHUKH, KOTOPBIE XOTAT MOJIYYUTh 3TU ACHBIU.

ONEeKTPOHHbIE JEHBIU MOSBWIMCh COBCEM HEJAaBHO M HMMEHHO H3-3a 3TOr0 BO MHOIMX
rocyapcTBax [0 CUX I1Op He IMPONMCAHO PO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIHMOHHMPYIOT U O HUX YK€ MPOIMCAHO B 3aKOHE, TJI€ UX Pa3JelisiioT Ha
HECKOJIBKO BHJIOB - aHOHMMHBIC M HE aHOHMMHbIE. Pa3sHMIla B TOM, YTO aHOHHMHBIE - 3TO T€, B
KOTOPBIX pa3peuraeTcsi IpOBOAUTH Oomepanuu 0e3 uaeHTH()UKALNU TOJIb30BATENsl, @ B HEAHOHUMHBIX
UACHTU(DUKALMS [10JIb30BATENs ABISAETCA 0053aTEIbHOM.

Takoke cnenyer pa3nuyaTh 3JIEKTPOHHBIE (PUATHBIC AEHBIH (PaBHBI TOCYJAPCTBEHHBIM BaITIOTaM)
U JICKTPOHHbIE He(UaTHbIE JCHBIM (HE paBHBI TOCY1apCTBEHHBIM BAJIIOTAM).

OcHOBHBIE COBETHI 0 0€30MaCHOM paboTe ¢ IEKTPOHHBIMH JICHbIaMHU:

1. TlpuBsku K cuery MOOWIBHBIM TenedoH. DTO caMblii yAOOHBIH W OBICTPBIN CITOCOO
BOCCTaHOBUTH JIOCTYN K cyery. [IpuBsizaHHBIN TenedOH MOMOXKET, eciii 3a0yAeilb CBOM TIaTeKHBIN
11apoJjib WM 3aiJCIIb HA CAUT C HE3HAKOMOTO YCTPOMCTBa,

2. Ucnonb3yit onHopa3oBbie apoiu. [lociie nepexona Ha yCUIIGHHYIO aBTOpU3AIUIO TeOe yxKe He
OyzeT yrpokaTh OMaCHOCTb Kpa)ku MJIU IepexBaTa IUIaTeXHOI0 MapoJs;

3. BeiGepu cnoxubiii nmaponbs. [lpecTtymHukam OyneT HE MPOCTO yraiaTh CIOKHBIA Hapoilb.
HanexHble maponu - 3TO Naposid, KOTOpbIE COJEpKAaT He MEHee § 3HAKOB W BKJIIOYAIOT B ce0s
CTPOYHBIC W TPOMHUCHBIC OYKBBI, IH(PBI M HECKOJIHKO CHMBOJIOB, TaKHE Kak 3HAK Jjoiuiapa, QyHTa,
BOCKJIMIIATENBHBIN 3HAK U T.11. Hanpumep, $tROng!;;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JI0BEPSIELLb.

IJIEKTPOHHAS ITIOYTA

DNEeKTpOHHAsi MOYTa - 3TO TEXHOJOTUS M MPEAOCTaBIsIEMble €H0 YCIYyTd IO IEPEChUIKE U
MIOJTyYEHHUIO 3JIEKTPOHHBIX COOOIIEHUH, KOTOpbIE PAaCHpPEeAIOTCs B KOMIbIOTEpHOH cetn. OOBIYHO
AJIEKTPOHHBIN MMOYTOBBIN SIIMK BBINJIIUT CIEAYIOMIMM 00pa3oM: MUMsI_TOJIb30BATEISI(@UMS_JIOMEHA.
Taxoke Kpome nepegadn IpOCTOro TeKCTa, UMEETCsl BO3SMOXKHOCTD IepeaBarh (haiibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe € ANEKTPOHHON MTOUYTOMU:

1. Hago BBIOpaTh NpaBUIIBHBI MOYTOBBIM cepBUC. B MHTepHeTe ecThb OrpOMHBIN BbIOOP
OecraTHBIX MOYTOBBIX CEPBHCOB, OJHAKO JIy4YIlle JOBEPATh TEM, KOrO0 3Haellb W KTO MEpPBbIA B
pEUTHUHTE;

2. He yxa3piBail B JsMyHOM mouTe auuHyio uH(popmauuto. Hampumep, mnydiie BbIOpaTh
"My3bIKaJIbHBIN (haHaT@" uimu "pok2013" BMecTo "Temal3";

3. Vcnone3yi NBYXATAHYIO aBTOPHU3AIMI0. JTO KOTJIa MOMHUMO TAapoJii HYXHO BBOAUTH KO,
IIpHUCbUIaeMbIi 1o SMS;

4. Bpibepu CIOXHBIN maposb. [[1s KakI0ro MOYTOBOTO SITUKA JOHKEH OBITh CBOM HAIEKHBIMU,
YCTOWYUBBIN K B3JIOMY I1apOJIb;

5. Ecim ectp BO3MOXHOCTH HalucaTh CaMOMYy CBOW JIMYHBIM BOIPOC, HUCHOJB3YH 3Ty
BO3MO>KHOCTB;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIN 11 4aCTHOM NMEPENUCKH C aJpecaTami,
KOTOpPBIM Thl JIOBEpPSAELIb. DTO AIEKTPOHHBIN aJIpec HE Hal0 MCIOJIb30BaTh NPU PErHCTpalid Ha
dbopyMmax u caiftax;

7. He oTkpbiBail ¢ailnbl U Jpyrue BIOKEHUS B MHCbMax, Jake€ €CIM OHU MPUIUIM OT TBOMUX
npy3eit. Jlydine yrouHu y HUX, OTIPABIISUIM JIM OHU TeOe 3TH (alibl;

8. Ilocrie okoHYaHUs pabOTHl Ha MOYTOBOM CEpBHCE MEpes 3aKPhITHEM BKJIAJKU C CaliTOM He
3a0ynb HaxaTh Ha "Beiitu".

KUBEPBYJIJIMHI" HJIM BUPTYAJIBHOE U3JJEBATEJIBCTBO

KubepOynauar - mpeciejoBaHUE COOOIICHHUSIMH, COJEPKAIIMMU OCKOPOJIEHUS, arpecculo,
3allyTUBaHKe; XYJIMTaHCTBO; COIMAIbHOE OOHKOTHPOBAHHE C MOMOILNBIO PA3JIMYHBIX HHTEPHET-
CEpPBHCOB.

OcHOBHBIE COBETHI IO 60pbOE ¢ KUOEPOYIITUHIOM:



1. He Opocaiics B 60#. Jlyummii crmoco0: MOCOBETOBATLCS KaK ce0s BECTH U, €CIHM HET TOro, K
KOMY MO>XHO OOpaTUThCsI, TO BHa4aje yCIOKOUThCS. Eciu Thl HayHelIb 0TBEYaTh OCKOPOJICHUSIMH Ha
OCKOpOJIEHUS, TO TOJIBKO €lle OOJIbIIEe pa30kKellb KOH(IHKT;

2. YrpaBnsii cBoei KuOeppenyTaimei;

3. AHOHMMHOCTb B ceTu MHUMas. CylecTBYIOT CIIOCOOBI BBISICHUTb, KTO CTOUT 3a AHOHUMHBIM
aKKayHTOM;

4. He cTouT BeCTH XYJIUTAHCKUN 00pa3 BUPTYaJbHOH ku3HU. MHTEpHET (PUKCHUpPYeT BCe TBOM
JEUCTBUS U COXPAHSACT UX. Y AAIUTh UX OyAeT KpalHe 3aTpyJHUTEIbHO;

5. CoOmros1aii CBOO BUPTYaJIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunuuHbli HeratuB. OJHOpPA30BBIE OCKOPOUTEIBHBIC COOOIIECHUS JTydIle
UrHopupoBaTh. OOBIYHO arpeccus MpeKpallaeTcs Ha Ha4yalbHOW CTa UM,

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOILEHHMSMM, B COLUAIBHBIX CETIX
€CTb BO3MOXXHOCTH OJIOKHUPOBKH OTIIPABKH COOOILCHHI C ONPEIeICHHBIX a/IPECOB;

8. Ecnu Thl cBuzerens kubepOyiuiMHra. TBOM AEHCTBUS: BBICTYIHUTH IIPOTHB IpECIe0BATENs,
II0Ka3aTh €My, YTO €ro JAEWCTBUS OLIEHUBAIOTCS HEraTUBHO, MOJJEPXKaTh >KEPTBY, KOTOPOH HY)KHA
IICUXO0JIOTUYECKask TIOMOIIb, COOOIIUTH B3POCIBIM O (PaKTe arpecCUBHOIO IIOBEJICHUS B CETH.

MOBWJIbHBIA TEJIE®OH

CoBpemeHHble cMapT(OHBI U IJIAHILETHl COAEpKaT B ceOe BIOJHE B3POCIHbIA (DYHKIMOHAI, U
TElepb OHU MOTYT KOHKYpHUPOBAaTh CO CTAallMOHAPHBIMM KoMIlbloTepamu. OJHAKO, CPEJCTB 3aIIUThI
U1 TOJJOOHBIX YCTPOMCTB IOKA O4Y€Hb MaJlo. TeCcTUpOBaHUE U MOUCK YA3BUMOCTEN B HUX ITPOUCXOIUT
HE TaK MHTEHCUBHO, Kak aiis [1K, To e camoe kacaeTcst © MOOMITBLHBIX TPUIIOKEHUIA.

CoBpemeHHbIe MOOUIIbHBIE Opay3ephl YK€ NPaKTUYECKU JOTHAJIM HACTOJIbHbIE aHAJIOTH, OJAHAKO
pacmpenue (yHKIIMOHAIA BIICYET 32 CO00I OOBIIYIO CIOKHOCTh U MEHBIIYIO 3alTUIIEHHOCTD.

Jlaneko He Bce MPOU3BOAMTENM BBIYCKAlOT OOHOBJIEHHUS, 3aKpbIBAlOIME KPUTHYECKHE
YSI3BUMOCTH /ISl CBOMX YCTPOMWCTB.

OcHOBHbBIE COBETHI /17151 0€30MaCHOCTH MOOMIIBHOTO Teae(oHa:

Hudvero He sBnsiercs mo-HacTosmeMy OecruiaTHBIM. bByne OcTOpokeH, Belb Korja Tebe
IpeyIaratoT OecIIaTHbI KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IUIATHBIE YCIIYTH;

Hymaii, npexxae dem otnpaButh SMS, ¢oTo wiu Buaeo. Tel TOYHO 3HaeWIb, i€ OHU OyIyT B
KOHEYHOM HuTOre?

Heo0xo1uMo 0OHOBIIATE ONEpallMOHHYIO CUCTEMY TBOETr0 cMapT(dhoHa;

Vcnonb3yit aHTUBUPYCHBIE IPOrPaMMBbI /17151 MOOUJIBHBIX TeNE(OHOB;

He 3arpyxail mnpuigoxeHuss OT HEM3BECTHOIO MHCTOYHMKA, BEIb OHU MOTYT COJIEpXkaTb
BPEJIOHOCHOE NMPOrpaMMHOE 00ecTIeUeHue;

[Tocne Toro xak Thl BBIHJEIIb C caiiTa, IJ1€ BBOAWI JUYHYI MH(OPMALMIO, 3aiil1 B HaCTPONKU
Opayzepa u ynanu cookies;

[leproanuecku npoBepsii, Kakue IUIATHBIE YCIYTH aKTUBUPOBAHbI HA TBOEM HOMEPE;

JlaBaii cBoi HOMep MOOMJIBHOrO TenedoHa TOJBKO JIOASM, KOTOPBIX Thl 3HACUIb U KOMY
JIOBEpsiellb;

Bluetooth nomxkeH ObITH BBIKIIOUEH, KOTJa Thl MM He moisb3yembces. He 3a0biBail mHOrzIa
IIPOBEPSATH 3TO.

ONLINE UI'PBI

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPacOUYHbIE, 3aXBaThIBAIOIINE PA3BICUCHUSI, OObEINHSIONINE
COTHHM THICSY YEJIOBEK MO BceMy MHpY. MIpOKM HCCIEAYIOT JaHHBIM UM MHp, OOLIaoTCs JIpYyr C
JPYTroM, BBINIOJIHAIOT 3aJaHusl, CPAXKAIOTCA C MOHCTPAMHU M IOJIy4alOT OMBIT. 32 yIOBOJLCTBUE OHU
TUTATAT: MOKYTAIOT JAUCK, OTUIAYMBAIOT a0OHEMEHT WM MPUOOPETAIOT KAKHUEe-TO OMIIHH.

Bce aT cpenctBa uayT Ha MOJjepKaHME U Pa3BUTHE WIPHI, a TakkKe Ha camy 0e30MacHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIMYCKAIOTCS HOBbIE MaTydl (UU(POBBIE 3aIUIATKU IS
MIPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B nogo0HBIX Urpax CTOMT OHacaThCsl HE CTOJIBKO CBOUX CONEPHHMKOB, CKOJBKO KpPakKH TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CUCTeMa aBTOPU3AIMK OOJIbIIMHCTBA UTD.

OCHOBHBIE COBETHI M0 O€30MaCHOCTH TBOETO UTPOBOT'0 aKKayHTa:

1. Ecnu apyroil urpok BeneT cedsl TIOXO0 WM CO3AaeT TeOe HENPUSTHOCTH, 3a0JIOKUPYH €ro B
CIIMCKE UTPOKOB;

2. Tloxanylics aIMHHHCTPAaTOpaM HWIPbl Ha ILJIOXOE€ MOBEACHHE 3TOr0 HWIPOKA, XKEIATEeIbHO
MIPWIOKUTh KaKHE-TO J10Ka3aTeIbCTBA B BUJI€ CKPUHOB;



3. He yka3piBaii THYHYI0 HHPOPMALIUIO B podaiiie urpsl;

4. YBaxail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii Heo(uIHaIbHBIE TATYU U MOJBI;

6. Mcnonb3yii coKHBIE U pa3HbIE MAPOJIH;

7. Jaxe BO BpeMs UIPbl HE CTOUT OTKJIIOYATh aHTUBUPYC. II0ka ThI Urpaenip, TBOM KOMIIBIOTED
MOTYT 3apa3HTh.

OUIIHUHI" NJIN KPAKA JIMYHbBIX TAHHBIX

OObIuHON Kpaxkel JeHer M JOKYMEHTOB CErofiHs YK€ HUKOIO HE YAMBMIIb, HO C Pa3BUTHEM
MHTEPHET-TEXHOJIOTUN 3JI0YMBIIUIEHHUKN MEPEMECTHIINCh B MHTEPHET, U MPOJOJDKAIOT 3aHUMATHCS
"IIFOOUMBIM" 1ETIOM.

Tak nmosiBUIach HOBasi yrpo3a: HHTEPHET-MOIICHHUYECTBA WK (DUIIMHT, TJ1aBHAS 11€JIb KOTOPOTO
COCTOUT B IIOJy4YEHUHM KOH(PUICHUMAIbHBIX JaHHBIX I0Jb30BaTe]el - JIOTMHOB M maposied. Ha
aHMKCKOM s3bIke phishing yntaercs kak gummar (o1 fishing - peiOHas nois, password - Taposb).

OcHOBHBIE COBETHI IO OOPBLOE ¢ PUITHHTOM:

1. Crieqm 3a cBOMM akkayHTOM. Ecnu ThI 1mojmo3peBaelib, YTO TBOSI aHKETa Obljla B3JIOMaHa, TO
HE00X0AUMO 3a0JI0KUPOBATh €€ U COOOLIUTh aIMUHUCTPATOPaM pecypca 00 3TOM KaKk MOYKHO CKOpee;

2. Ucnionb3yi O6e3onacHbie BeO-CallThl, B TOM YHCIIe, MHTEPHET-Mara3uHoB U TIOMCKOBBIX CUCTEM;

3. Hcnonb3yil cinoxkHble M pasHble napoiad. Takum oOpazom, eciud TeOs B3JIOMAKOT, TO
3JI0YMBIIUJIEHHUKY MOJIyYaT JOCTYH TOJIBKO K OJJHOMY TBOEMY NPOQUIIIO B CETH, a HE KO BCEM;

4. Ecnu T1ebs B3IOMaly, TO HEOOXOAMMO MpPEAYHPEeIuTh BCEX CBOMX 3HAKOMBIX, KOTOpHIE
no0aBiieHbl y T€OsI B APY3bsiX, O TOM, YTO T€Os B3JIOMAaJIU M, BO3MOXXHO, OT TBOErO0 MMEHH OYIET
pacchlIaThCs ClIaM U CCbUIKM Ha (DPMIITMHIOBbBIE CANTHI;

5. YcranoBu HazgexHbi naponsb (PIN) Ha MOOMIIbHBIN TenedoH;

6. OTKIIIOYM cOXpaHeHue Mapoiis B Opaysepe;

7. He oTkpwiBaii (ailyibl u JPYrue BIOKCHHS B MUChMaX, JAQXE €CIU OHH IMPHUILIA OT TBOUX
npys3eit. Jlydiie yTouHd y HUX, OTHPABJISUIN JIM OHU TeOe 3TH (aiiibl.

HUDPPOBASA PEITYTALIUA

[MudpoBas pemyrauus - 3TO HEraTMBHAas WM NO3UTHBHAs HH(popMalMs B ceTd o Tebe.
Kommpomerupytonias uHpopMmanusi, pa3MelleHHass B HHTEPHETE, MOXET CEpPbEe3HbIM 00pazoM
OTpa3uTbcs Ha TBoeH peanbHOM >xu3HU. "lludpoBas penmyramus" - 3TO TBOH HUMHUIXK, KOTOPBIH
¢dbopmupyercs u3 nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTo XUTENbCTBa, yueObl, TBOE (PMHAHCOBOE IMOJOXKEHHE, OCOOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 3TO HAKAIUIMBAETCS B CETH.

MHorue NOAPOCTKU JIETKOMBICIEHHO OTHOCATCS K NyOJMKalUuu JUYHOW HHpOpManuu B
WNHuTepHere, He MOHMMAas BO3MOXHBIX MOCIEACTBUI. Thl la)ke HE CMOXKEIb J0raJaThCs O TOM, 4YTO
¢dororpadus, pazMerieHHas 5 JeT Ha3ajl, cTajla IPUYMHOM OTKa3a MPUHATH Te0s Ha paboTy.

KommMmenTapuu, pa3menienue TBoux gororpaduil U Apyrue JeMCTBUS MOTYT HE MCUE3HYTh JIaxke
1ocje TOro, Kak Thl UX yJaluiib. Thl HE 3Haellb, KTO COXpaHWJ 3Ty MH(OpMAIHIO, MoMaja JIM OHa B
MTOMCKOBBIE CUCTEMbI U COXPaHWJIACh JIM OHA, a INIABHOE: YTO MOAYMAIOT O TeOE OKpYKarollue JIOAH,
KOTOpblEe HaWAYT M yBUIAT 3T0. HailTwu MHpOpMaIuio MHOro JIeT CIycTs CMOXET JI000H - Kak u3
NOOPBIX MOOYKJIEHUH, TaK U C HAMEPEHNEM IPUYUHUTH BPeJl. DTO MOKET ObITh KTO YTOJIHO.

OcHOBHbBIE COBETHI 10 3alIUTE LHUPPOBOI penyTaliu:

1. [Togymaii, mpexe 4eM 4TO-TO MyOJMKOBAaTh U TIEpenaBaTh y ce0s B OJ0Te WM B COIMATIBHON
CETH;

2. B mHacrpoiikax mpo¢uias yCTaHOBM OrpaHMYEHHUS Ha MPOCMOTP TBOETO MNPOPMIs U €ro
COJIEP’KUMOT0, CAENIal €ro TOJIbKO "uIsl Ipy3en';

3. He pa3memaii u He ykas3piBail WH(OpMAIHIO, KOTOpas MOXKET KOTOo-THO0O OCKOPOJISATh WU
OOMXaTh.

ABTOPCKOE IIPABO

CoBpeMeHHbIE HIKOJBHUKH - AaKTHBHbBIE MOJb30BATENM IUQPPOBOro mnpocTpancTBa. OpHaKO
JlaJIeKO HE BCE 3HAIOT, YTO IOJb30BaHHWE MHOTMMH BO3MOXHOCTSMHU IM(PPOBOTO MHpa TpedyeT
COOJIIO/ICHHS ITPAB HA MHTEIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepmMun "uWHTeMIEKTyalbHass COOCTBEHHOCTb" OTHOCHTCSI K  pa3iIUYHBIM  TBOPEHUSIM
YeJI0OBEYECKOr0 yMa, HauMHasi C HOBBIX M300peTeHUil W 3HaKOB, 0003HAYAIOIIMX COOCTBEHHOCTh Ha
MPOAYKTHl M YCIyTd, U 3aKaHuuMBasg KHUTamH, ¢otorpadusmMu, KUHOQUIBMAMH U MY3bIKaJbHBIMU
IIPOU3BENECHUSMHU.



ABTOpCKHE TpaBa - 3TO MpaBa HA MHTEIIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS HAYKH,
JUTEpaTyppl M MCKYCCTBA. ABTOPCKHE IIpaBa BBICTYNIAOT B KA4eCTBE TIapaHTUU TOrO, 4YTO
MHTEJUICKTYaJIbHBIN/TBOPUECKUI Tpy[ aBTOpa He OyneT HampacHbIM, AAacT €My CIpaBeIJIHBbIC
BO3MOKHOCTH 3apaboTaTh Ha Pe3yJIbTaTax CBOEro TPYy/a, MOIY4YUTh U3BECTHOCTh U IIpU3HaHue. Hukro
0e3 paspelieHus aBTopa HE MOYKET BOCHPOHM3BOJIUTH €T0 MPOU3BEJCHHUE, PACTIPOCTPAHATH, ITYOIUIHO
JI€MOHCTPUPOBATh, MpoJaBaTh, HMIOPTUPOBaTb, IIyCKaTb B IPOKAT, IyOJWYHO HCIOJHATH,
MOKa3bIBaTh/UCIIONHATE B 3(upe wim pa3meniats B lHTepHere.

Hcnonb3oBanue "muparckoro” mporpaMMHOIo 00ecreueH st MOXKET IIPUBECTH K MHOTUM PUCKaM:
OT TMOTEPH MAHHBIX K TBOMM aKKayHTaM JI0 OJIOKMPOBKM TBOETO YCTpPOWCTBA, IJl€ YCTaHOBJICHA
HelslerajgbHasi nporpamma. He crout Takxke 3a0bIBaTh, YTO CYIIECTBYIOT JIErajbHble M O€CIUIaTHbIE
IIPOrpPaMMbl, KOTOPbIE MOKHO HAalTH B CETH.

O NOPTAJIE

CeteBruoK.p¢ - TBOW ITIaBHBI COBETYMK B CETH. 37IeCh Thl MOXKEIIb Y3HATh O O€30MacHOCTH B
CEeTU MOHATHBIM U JOCTYIHBIM $3bIKOM, & IPY BOZHUKHOBEHUHU KPUTUYECKOH CUTyalluu oOpaTuThCs 3a
COBETOM. A TaKXe MPHUHATH y4acTUE B KOHKYpPCaX U CTaTh CAMbIM ITU(PPOBBIM T'PasKIaHUHOM !



